
This white paper 
is intended to help 
online businesses 
build a sound 
DDoS protection 
strategy.

In today's rapidly changing threat landscape, your website security is only as 
good as the next attack. When it comes to DDoS attacks, in particular, you 
need a protection strategy that takes into account the increasing 
technological savvy and sophistication of today's attackers, many of whom 
are financially motivated.

This white paper is intended to help online businesses build a sound DDoS 
protection strategy. It presents some of the newest trends in DDoS attacks, 
and their implications with respect to DDoS mitigation. The document 
includes an overview of Incapsula's DDoS Protection solution, showing how it 
addresses these new requirements and enables online businesses to stay up 
and running with high availability, performance and user experience.

DOES YOUR DDOS PROTECTION 
STRATEGY ADDRESS THE CHANGING
THREAT LANDSCAPE? 
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New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

New Trends in 
the DDos Threat 
Landscape
Trend #1

DDoS Protection Strategy

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
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centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 
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Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.

Incapsula's cloud-based Application Delivery gives online business-

es a complete solution for maximizing the security, speed and 

availability of their websites. Thousands of businesses worldwide – 

from bloggers and e-commerce sites to larger and highly securi-

ty-oriented SaaS providers and financial institutions -  use Incapsu-

la's service to secure and accelerate their websites and web 

applications.

Founded in 2009 by a group of security industry veterans specializ-

ing in web application security, Incapsula was spun out of and is 

financially backed by Imperva, a world-leading provider of data 

security solutions.
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capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
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DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

DDoS Protection Strategy

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 
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The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 
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Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
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high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
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following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 
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Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.
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One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.
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New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

New Trends in 
the DDos Threat 
Landscape
Trend #2

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

DDoS Protection Strategy

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) 
centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 
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Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.
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Founded in 2009 by a group of security industry veterans specializ-
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financially backed by Imperva, a world-leading provider of data 

security solutions.

 



New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

DDoS Protection Strategy

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) 
centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 
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Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.

Incapsula's cloud-based Application Delivery gives online business-

es a complete solution for maximizing the security, speed and 

availability of their websites. Thousands of businesses worldwide – 

from bloggers and e-commerce sites to larger and highly securi-
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Founded in 2009 by a group of security industry veterans specializ-

ing in web application security, Incapsula was spun out of and is 

financially backed by Imperva, a world-leading provider of data 

security solutions.

 



New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

New Trends in 
the DDos Threat 
Landscape
Trend #3

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

DDoS Protection Strategy

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) 
centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 
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Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.

Incapsula's cloud-based Application Delivery gives online business-
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Founded in 2009 by a group of security industry veterans specializ-

ing in web application security, Incapsula was spun out of and is 

financially backed by Imperva, a world-leading provider of data 

security solutions.

 



New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

New Trends in 
the DDos Threat 
Landscape
Trend #4

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

DDoS Protection Strategy

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) 
centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 
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Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.

Incapsula's cloud-based Application Delivery gives online business-

es a complete solution for maximizing the security, speed and 

availability of their websites. Thousands of businesses worldwide – 

from bloggers and e-commerce sites to larger and highly securi-

ty-oriented SaaS providers and financial institutions -  use Incapsu-

la's service to secure and accelerate their websites and web 

applications.

Founded in 2009 by a group of security industry veterans specializ-

ing in web application security, Incapsula was spun out of and is 

financially backed by Imperva, a world-leading provider of data 

security solutions.

 



New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

DDoS as a 
Business Weapon

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS Protection Strategy

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) 
centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 
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Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.

Incapsula's cloud-based Application Delivery gives online business-

es a complete solution for maximizing the security, speed and 

availability of their websites. Thousands of businesses worldwide – 

from bloggers and e-commerce sites to larger and highly securi-

ty-oriented SaaS providers and financial institutions -  use Incapsu-

la's service to secure and accelerate their websites and web 

applications.

Founded in 2009 by a group of security industry veterans specializ-

ing in web application security, Incapsula was spun out of and is 

financially backed by Imperva, a world-leading provider of data 

security solutions.
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New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

DDoS Protection Strategy

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) 
centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 

How Incapsula's 
Addresses These 
Trends
Solution Architecture
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CDN distributes traffic evenly between scrubbing centers

DC1: 40Gbps
data center

DC2: 40Gbps
data center

. . .

Packet Analysis

HTTP Proxy and WAF

Progressive Challenges

DDoS Rule Engine

Rate rules

Generic rules

Custom rules

Client Classification

Application awareness

Risk & behavioral analysis

Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.

Incapsula's cloud-based Application Delivery gives online business-

es a complete solution for maximizing the security, speed and 

availability of their websites. Thousands of businesses worldwide – 

from bloggers and e-commerce sites to larger and highly securi-

ty-oriented SaaS providers and financial institutions -  use Incapsu-

la's service to secure and accelerate their websites and web 

applications.

Founded in 2009 by a group of security industry veterans specializ-

ing in web application security, Incapsula was spun out of and is 

financially backed by Imperva, a world-leading provider of data 

security solutions.

 



New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

1.

2.

3.

4.

DDoS Protection Strategy

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) 
centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 
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Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.

Incapsula's cloud-based Application Delivery gives online business-

es a complete solution for maximizing the security, speed and 

availability of their websites. Thousands of businesses worldwide – 

from bloggers and e-commerce sites to larger and highly securi-

ty-oriented SaaS providers and financial institutions -  use Incapsu-

la's service to secure and accelerate their websites and web 

applications.

Founded in 2009 by a group of security industry veterans specializ-

ing in web application security, Incapsula was spun out of and is 

financially backed by Imperva, a world-leading provider of data 

security solutions.

 



New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

5.

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) 
centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

DDoS Protection Strategy

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 

How Incapsula's 
Addresses These 
Trends
Key Capabilities
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Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.

Incapsula's cloud-based Application Delivery gives online business-

es a complete solution for maximizing the security, speed and 

availability of their websites. Thousands of businesses worldwide – 

from bloggers and e-commerce sites to larger and highly securi-

ty-oriented SaaS providers and financial institutions -  use Incapsu-

la's service to secure and accelerate their websites and web 

applications.

Founded in 2009 by a group of security industry veterans specializ-

ing in web application security, Incapsula was spun out of and is 

financially backed by Imperva, a world-leading provider of data 

security solutions.

 



New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) 
centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 
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Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.

Incapsula's cloud-based Application Delivery gives online business-

es a complete solution for maximizing the security, speed and 

availability of their websites. Thousands of businesses worldwide – 
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New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) 
centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 

Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.

Incapsula's cloud-based Application Delivery gives online business-

es a complete solution for maximizing the security, speed and 

availability of their websites. Thousands of businesses worldwide – 

from bloggers and e-commerce sites to larger and highly securi-
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Founded in 2009 by a group of security industry veterans specializ-

ing in web application security, Incapsula was spun out of and is 

financially backed by Imperva, a world-leading provider of data 

security solutions.
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New Trends in the DDoS Threat Landscape 
An examination of DDoS attacks over the past few years reveals several clear 
trends, whose implications have an impact on DDoS protection strategy and 
the type of solution required to effectively block DDoS threats.

Trend No.1: Volumetric Attacks Are Getting Bigger

The Challenge: Cost-Effective Mitigation of Massive Attacks
Volumetric attacks are getting bigger, and it is no longer rare to see attacks 
upwards of 70 gig. These network-level (Layer 3) attacks, designed to 
overwhelm a website's network resources, often use SYN flood and DNS 
amplifications as their tool of choice. As appliances are not able to absorb 
such volumes, DDoS mitigation services must be able to provide very high 
capacity at a reasonable price. Moreover, the ever-declining prices of “DDoS 
for hire” services put an emphasis on the need for cost-effective mitigation 
solutions that eliminate costly equipment setup and maintenance costs.

Solution Requirements

Cloud-Based DDoS Mitigation 

High-volume network attacks can only be countered by a stronger 
infrastructure capacity. When preparing to defend against network DDoS, 
keep in mind that you are waging a resource war. To have a competitive edge 
against multi-10gig attacks that benefit from cost-effective shared resources, 
your mitigation strategy must rely on equally flexible and cost-effective 
solutions.  This is one reason why cloud platforms, which provide large 
resource pools and “economy of  scale” pricing models, are rapidly becoming 
the industry standard for DDoS mitigation.

Automatic Detection

Early detection is crucial for successful mitigation of volumetric attacks – 
every passing second contributes to overall attack volume, putting your 
assets at additional risk. Moreover, an undetected DDoS attack will also 
inhibit your anti-DDoS capabilities. And so, even if it didn’t manage to bring 
down your assets, every second the attack goes unnoticed improves the 
attacker’s overall chances. 

Trend No.2: Growing sophistication of applicative attacks

The Challenge: Identifying Stealthy Applicative Attacks
Applicative DDoS attacks are becoming more frequent and more 
sophisticated. Unlike network attacks, which can usually be countered if you 
have access to sufficient network resources, applicative attacks are much 
more difficult to handle and hence pose a larger threat. Due to the 
unpredictable and stealthy nature of application layer (Layer 7) DDoS attacks, 
which often appear to be requests from legitimate users, they are commonly 
considered the "Achilles heel" of many security solutions. 

DDoS botnets imitate browser behavior, such as support for cookies, in order 
to evade some anti-DDoS defenses. An example of such a sophisticated 
attack  designed to bypass known mitigation techniques looks for a 
"Set-Cookie" or a "Location" header, parses out either the Cookie value or 
new URL location and uses those values in the next packet it sends. This 
attack also searches for redirection methods and metatags used by 
mitigation solutions to redirect malicious IP traffic.  

Applicative attacks are dangerous because they don’t require high volumes to 
succeed. It takes no more than 50-100 targeted requests per second to bring 
down a mid-size server and in their initial stages such attacks often go 
unnoticed, revealed only by the damage they’ve already done.  

Solution Requirements

Visitor Identification and Risk Analysis

Unlike network attacks, automatic mitigation of applicative DDoS attacks 

relies on the capabilities of your security technology, not your network. 
When viewed by common traffic monitoring tools, such attacks will look like 

ordinary human traffic. To identify them for what they are, your security 
solution needs to be able to understand the application, analyze the traffic 
and identify potential risks.

Not only is it important to differentiate between human and bot traffic, it is 
also essential to distinguish between "good" and "bad" bots. Good bots, 
such as search engines and monitoring tools, are critical for website 
functionality and should not be blocked. The ability to analyze incoming 
traffic and assign a risk score allows for granular mitigation with minimal 
false-positives.

Minimize Disruption to the User Experience
To deal with applicative attacks, website owners must focus on advanced 
technology that can accurately stop these types of attacks with minimal 
disruption to the user experience.

Sometimes, lack of security proficiency leads to over-reliance on highly 
intrusive bot filtering solutions - most notably CAPTCHA challenges and 
delay pages that degrade the user experience. Such solutions will harm 
your business by driving away users, reducing conversion rates and 
impacting your overall availability.

When devising your mitigation strategy you must always be mindful of False 
Positive ratios, avoiding any solution that indiscriminately delays or blocks 
bots and human visitors.  After all, in such scenarios, even if a DDoS attack 
fails to bring down your website, the attacker has succeeded in disrupting 
service to legitimate users.

Trend No.3: Low-cost "hit & run" attacks

The Challenge: Countering Persistent "Hit & Run" Attacks
Another important trend is the proliferation of persistent, low cost "hit & run" 
attacks. As their name suggests, this type of attack consists of short bursts of 
attacks in random intervals over a long period of time.

Hit & Run DDoS attacks aim to exploit the soft spot in anti-DDoS solutions 
that are built around the idea of “on-demand activation.” Such solutions work 
well in countering prolonged attacks, but are impractical for recurring shor
DDoS bursts due to the overhead required for each activation. This renders 
“on-demand” DDoS protection service less efficient and is driving customers 
towards the proactive “always on” services.

Solution Requirements

"Always On" DDoS Protection
In a global economy, your online business never shuts down, which means 
that your DDoS protection strategy must be based on accurate 24x7 
monitoring. This is something that human operators should support but, in 
practice, simply cannot deliver reliably. Moreover, hit & run attacks can 
wreak havoc with DDoS mitigation solutions that need to be manually 
turned on and off on every burst. 

Automatic Detection & Mitigation
Instant mitigation tackles the issue of “How much time does it take for my 
solution to kick-in?” Anything more than seconds is simply unacceptable. 
Some DDoS attack patterns are specifically designed to exploit slow 
reaction times. These hit & run attacks rapidly flood the servers with DDoS 
requests, hitting them again and again every few minutes – sometimes for 
days. In such scenarios, slow to respond or manually activated solutions 
are both unreliable and ineffective. 

Trend #4 – Multi-Vector Attacks

The Challenge: Protecting Websites from Multiple Attack Vectors
Recent trends show that applicative DDoS attacks are becoming more 
frequent and increasingly sophisticated, employing multiple attack vectors in 
combination with various evasion techniques to bypass regular anti-DDoS 
defenses. In some cases, DDoS attacks can be used as a means to end, 
setting the stage for more traditional attack vectors (e.g., exploiting known 
vulnerabilities or other protocol or web server weaknesses). In such a 
scenario, attackers could use volumetric DDoS attacks to weaken perimeter 
defenses or crash security appliances, enabling them to gain access to 
corporate networks, steal data, etc. 

Solution Requirements

Security Expertise
When defending against multi-vector application layer DDoS attacks, 
success does not depend on network capacity (as in volumetric attacks), 
but rather on the level of security expertise. Successful attack vectors can 
come out of unexpected places. Attackers are always trying to find and 
exploit the weak spot, whether it be a specific URL, resource or web proxy. 
This endless "cat and mouse" game requires ongoing vigilance and agility 
from a security standpoint. DDoS mitigation solutions must be supported 
by experienced security professionals with the capabilities to monitor and 
analyze the internal behavior of the application, detect irregular usage, and 
adapt security policies in real time in response to potential threats. 

360˚ Security Approach
As their name suggests, multi-vector DDoS attacks use a multitude of 
techniques – separately or simultaneously - to achieve their final goal. As 
such, a comprehensive 360˚ security approach is required for successful 
mitigation. Pure-play DDoS mitigation services, without virtual patching 
capabilities and the ability to block applicative attacks, are not effective 
against these types of attacks. 

DDoS as a Business Weapon
Until a few years ago, DDoS attacks were executed primarily by hacktivists 
looking for fame and notoriety, or motivated by political beliefs. Exploiting 
many of the new trends mentioned above, DDoS attacks are increasingly 
being used as a competitive business tool, designed to create chaos and level 
damage to competitors' sites. As such, DDoS attacks, which used to focus 
mainly on high-profile websites, now also target mid-sized enterprises and 
SMBs. In response to this trend, these smaller companies are looking for 
cost-effective and easy-to-use DDoS mitigation solutions to protect their 
websites.

DDoS Trends & Requirements - Summary Table

How Incapsula's DDoS Protection Solution 
Addresses These Trends
Incapsula's DDoS Protection solution offers a unique set of capabilities 
specifically designed to address the latest trends in the DDoS threat 
landscape. This always-on service secures websites against the largest and 
smartest types of DDoS attacks - including network, protocol and application 
level (Layers 3, 4 & 7) attacks – with minimal business disruption. Our global 
high-capacity network of scrubbing centers scales, on demand, to counter 
multi- gigabyte volumetric network DDoS attacks. At the same time, this 
cloud-based service uses advanced traffic analysis algorithms, granular 
mitigation rules and an enterprise-grade Web Application Firewall to mitigate 

sophisticated application layer attacks.

Solution Architecture

Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) centers. 
Each Incapsula data center holds several interconnected, high-powered 
scrubbing servers. These servers are used for real-time DDoS traffic profiling 
and blocking. Using packet analysis, volumetric attacks are filtered at the 
edge by dedicated hardware and softwareHTTP Proxy and an 
enterprise-grade Web Application Firewall block attempts to exploit known 
vulnerabilities or other protocol or web server weaknesses

DDoS logic is executed by a sophisticated rule engine, using 
Incapsula's DDoS Protection works as follows:

Incapsula's CDN distributes traffic evenly between data (scrubbing) 
centers. Each Incapsula data center holds several interconnected, 
high-powered scrubbing servers. These servers are used for real-time 
DDoS traffic profiling and blocking.

Using packet analysis, volumetric attacks are filtered at the edge by 
dedicated hardware and software

HTTP Proxy and an enterprise-grade Web Application Firewall block 
attempts to exploit known vulnerabilities or other protocol or web server 
weaknesses

DDoS logic is executed by a sophisticated rule engine, using the 
following inputs:

Client classification - Visitors are classified into client types and assigned 
a risk score to allow more granular detection and mitigation

Application awareness - Visitor requests and actions are put into context 
(login, post comment, Ajax, etc.) to allow in depth understanding of visitor 
behavior and execution of more accurate mitigation rules

Generic rules - A set of generic rules (e.g., rates, behavioral signatures, 
anomaly detection, etc.) is applied to incoming traffic. The rules build on 
information added by the previous layers (client type, risk score, 
applicative action, session history).

Custom rules - Custom rules can be applied to deal with morphing 
attacks or to implement specific customer logic. Rules propagate to all 
scrubbing centers within two minutes.

Progressive challenges – The output from the rule engine is a set of 
progressive challenges, including both soft (non-intrusive) and aggressive 
(intrusive) challenges, which are applied to incoming traffic.  

Key Capabilities
1. Client Classification
Incapsula's client classification technology differentiates legitimate website 
visitors (humans, search engines, etc.) from automated or malicious clients. 
This capability is critical for countering sophisticated application layer (Layer 
7) attacks, where the DDoS requests look like legitimate visitors. Unlike other 
DDoS protection services that are based on easy-to-evade and false-positive 
prone techniques (e.g., rate limiting or splash/delay screens), Incapsula 

distinguishes between human and bot traffic, and between "good" and "bad" 
bots. This allows organizations to adjust security rules and mitigation policies 
per client. Legitimate bots, such as Google and Bing, can continue to access.

2. Application Awareness
As noted, today's sophisticated applicative attacks seek out the "weak point" 
in web applications. Incapsula's application awareness is 

based on understanding the sensitive areas of your application where 
unwanted users can do harm, as well as knowing what you're trying to protect 
(i.e., your application platform). Incapsula identifies sensitive/targeted actions 
(e.g., login, search, posts, AJAX, etc.), puts these actions into context and 
applies rules to detect and prevent unwanted behavior. Moreover, Incapsula 
sets "hard" and "soft" thresholds for particular application functions in order 
to detect abnormal usage. For example, a resource intensive search function 
could be limited by a "hard" threshold.

With respect to platforms, Incapsula has compiled a growing a database of all 
the common website Stacks, Content Management Systems and eCommerce 
solutions, based on real data aggregated from thousands of websites using 
its service worldwide. Incapsula performs virtual patching to proactively 
remediate known vulnerabilities from these sources. 

3. PCI-Certified Web Application Firewall
To protect against multi-vector attacks that may exploit traditional attack 
vectors, Incapsula's enterprise-grade PCI-certified WAF ensures that your 
website or application is always protected against any type of applicative 
hacking attempt. Based on Imperva’s industry-leading WAF technology and 
experience, Incapsula's cloud-based WAF defends against OWASP top 10 
threats including: SQL injection, cross site scripting, illegal resource access 
and remote file inclusion. Incapsula’s security team monitors hackers' 
activities and zero day exploits to make sure that websites using our service 
are protected. The WAF uses a robust security language for agile 
implementation and instant  propagation of new rules. 
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Incapsula protects websites using collective knowledge about DDoS threats, 
including new and emerging attack methods. Using crowdsourcing and big 
data techniques, this information is aggregated across the entire service 
network to identify new attacks as they happen and to detect known 
malicious users. Based on this information, mitigation rules can be applied 
in real-time across all protected websites.

4. Progressive Challenges
One of the key challenges in mitigation applicative DDoS attacks is 
minimizing false-positives and business disruption. Incapsula applies a set 
of progressive challenges that are designed to ensure the optimal balance 
between strong DDoS protection and an uninterrupted user experience. Most 
of these challenges are transparent and are based on an algorithm that 
analyzes the severity and risk posed by the client. As a last resort, legitimate 
users are given a chance to prove they are legitimate by filling out a 
CAPTCHA.  This algorithm allows maximum flexibility while virtually 
eliminating false positives to the bare minimum.  

5. Network Operations Center (NOC)
In addition to the "always on" automated mitigation capabilities described 
above, Incapsula's DDoS Protection service provides organizations with 
monitoring and mitigation by a team of experienced Network Operations 
Center (NOC) engineers. Particularly effective in persistent, hit & run attack 
scenarios, this 24x7 service includes proactive security event management 
and response, continuous real-time monitoring, adept policy tuning, 
summary attack reports, and 24x7 technical support.

Incapsula's cloud-based Application Delivery gives online businesses a 
complete solution for maximizing the security, speed and availability of their 
websites. Thousands of businesses worldwide – from bloggers and 
e-commerce sites to larger and highly security-oriented SaaS providers and 
financial institutions -  use Incapsula's service to secure and accelerate their 
websites and web applications.
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